
TERMS AND CONDITIONS FOR 
THE USE OF BALANCE	

CONDITIONS OF USE	

Access to, and use of Balance constitutes your acceptance of these terms and conditions. They take effect 
from the date on which you first use this website.	

BALANCE USERS	

1. The information is to be used only for educational purposes and in the interests of the pupils and 
schools and not for any other purpose. 

2. Only nominated users may access the system and must be made aware that they cannot share their 
password with anybody. 

3. Usernames and passwords are not transferable and Balance administrators are responsible for 
either disabling user accounts or where necessary informing Balance that an individual is no 
longer an authorised user. 

4. You must not print, save, or record in any way, any pages from the web site that contain any 
pupil-specific information unless for use with parents of specific pupils.  

BALANCE ADMINISTRATORS	

1. Balance Administrators are those users who are able to both add users and amend existing user & 
pupil details (such as reset passwords etc). 

2. Balance Administrators accept responsibility for the secure management of Balance user details 
3. Balance Administrators must ensure that all users with access to Balance are eligible to do so 
4. Where an existing Balance administrator no longer has authority to access Balance Online (either 

through termination of employment or other terms of employment), it is the responsibility of the 
remaining Balance administrator to ensure access rights are revoked and/or transferred 

DATA PROTECTION	

When accessing the details of individual pupils in Balance you must recognise the privacy of that data and 
at all times comply with the Data Protection Act 1998. You must ensure in particular that your use of the 
data to which you have access is consistent with the purpose for which the database was set up and that 
you do not use the data for any other purpose. You must ensure that the information is processed securely 
and that it is not subject to any unauthorised use or disclosure.	

ELIGIBLE USERS	

All users of Balance must be directly employed by a the purchasing school or where the user is not directly 
employed must have recorded permission with a Balance administrator to do so. An example of a user who 
may not be directly employed by the school although is eligible to access Balance may be engaged in any 
of the following roles:	

● Those engaged in a 'School Improvement Partner' type of role 	
● Supply teachers / agency staff 	

	



DATA SHARING AGREEMENT	

 

INTRODUCTION 
 This document forms our Data Sharing Agreement (DSA) with you. In order to use Balance 
platform your school must understand and accept this agreement. This document is in 
addition to your DSA with any 3rd party. You should ensure that you have a suitable DSA 
with each third party. This DSA implies no warranty.	

DATA IN BALANCE 
Student and Staff Information	

Balance uses the following scopes of data:	

● Public school data	
● Personally identifiable student data, including sensitive contextual data	
● Staff contact details	
● Non identifiable data including class names and members	

This information is sourced from your school either via manual import or automated data 
transfer from your school’s management information system.	

School User Accounts	

Your staff may have user accounts to log into Balance. We maintain the following 
information:	

● First Name	
● Last Name	
● Email	
● Phone Number (optional)	

This is the minimum information necessary to deliver user functionality.	

	

 



TRANSFER AND USE OF 
PERSONAL INFORMATION 
	

Balance enables you to edit information, some of which may be personal and/or sensitive. 
The data captured can be printed by you and transferred to other databases or online systems. 
The extent of Personal Information shared with these systems will depend upon each 
3rd party’s requirements and you must have an explicit DSA to that effect with each partner.	

DATA HOSTING 
	

All data in Balance is hosted by Rackspace	

Europe’s privacy regulators have determined that the contractual privacy protections 
RackSpace delivers to its enterprise cloud customers meet current EU standards for 
international transfers of data.	

COOKIES 
Balance employs browser cookies to improve your experience within the platform. School 
users logging into Balance must have cookies enabled.	

APPLICATION SECURITY 
	

You can create users (staff members) who can log into the Balance website and view and 
modify data. There are options available to control the level of access to data for a user. It is 
your responsibility to consider that level and type of access each of your users will have.	

 

 

 



DATA ACCESS 
	

The Balance group (including Angel Solutions) maintains a range of physical and procedural 
internal controls over access within the organisation to your data and minimises access to 
only those personnel within our company that is necessary to maintain and deliver the 
Balance service to you.	

Our support team are able to resolve or advise you on any technical issues that you encounter 
while using Balance. Often it is necessary for a Balance or Angel Solutions support 
technician to view the issue with you, in order to diagnose it fully and offer a solution. In 
circumstances where support technicians need to view the issue with you, they might ask 
your permission to access Balance account; or use remote tools to view your computer while 
you are using Balance, in which case you should remain at your computer and supervise the 
entire session.  All of our remote sessions allow you to retain control and allow you to 
terminate the session at any time.  If your issue escalates and an additional support technician 
is required, then additional Balance or Angel Solutions staff may join the remote session.	

You are reminded that you should avoid sending personal information, such as 
student/contact records, to Balance directly.  You certainly should only send such information 
when supported by encryption, if there is an explicit requirement to do so.  Balance staff will 
advise the most secure method for transfer if there is such an explicit requirement.	

 


